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Cybersecurity and You . . . Yeah You!

Joe Cupano

Consulting Product Manager, Dell EMC
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Trust

• Senses

• Family

• Friends

• Other Contacts

Reputation
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Trust in Hardware

• Circuits

• Tubes

• Transistors
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Trust in Hardware

• Circuits

• Tubes

• Transistors

• Integrated Circuits

• Processors
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Trust in Compute

• Colossus

• Mainframes

• PCs and Laptops

• Servers
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Trust in Compute

• Colossus

• Mainframes

• PCs and Laptops

• Servers

• Cloud Service Providers

• Mobile Devices
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Trust in Software

• Firmware

• Operating Systems
• Virtual Machines

• Containers

• Languages
• Compiled & Interpreted

• Frameworks and Platforms
• Including SDK and IDE
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Trust at risk of looking like this

Frameworks & Platforms -

Languages -

Operating Systems -

Compute (PC, Servers, CSP) -

Hardware (Firmware) -
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Vulnerabilities



10https://nvd.nist.gov/vuln/search

Frameworks & Platforms

https://nvd.nist.gov/vuln/search
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Frameworks & Platforms
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Languages
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Operating Systems

• Linux, FreeBSD, Windows, etc

• Virtualization
• Intel , AMD, ARM

• Containers
• Docker, Mesos, LXC, etc
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Reducing Risk
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Fundamental Concepts

• Confidentiality
• Encryption at-rest and in-flight

• Integrity
• Non-repudiation

• Availability
• Keeping the lights on and systems/data accessible
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Fundamental Practices

• Identity

• Authentication

• Authorization

• Audit
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Know your Assets

• Classification
• Public, Restricted, Customer Confidential, Internal Only

• Ownership
• Data, System, RACI

• Retention

• Controls
• Chain of Custody
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Know your Environment

• Architecture
• Systems, Network, Tenancy (Cloud)

• Threat Profile
• Given the chains of assets required for a customer application, what 

are the potential threats to each “link” and to the chains as a whole 

• Dependencies
• Data Sources, Cloud Availability, etc.
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Know your Obligations

• Service Levels

• Legal

• Compliance

• Privacy
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Cybersecurity

• Fundamentals
– Authentication, Authorization, Audit
– Confidentiality, Integrity, Availability
– People, Policy, Process, Data, Technology

• Risk
– Drivers – Business or Regulatory
– Analysis – Threat, Vulnerability, Asset Value
– Manage – Reduce, transfer, Accept

• Policies & Procedures
– Statements, Policies, Standards, Baselines, Guideline, 

operations procedures
• Training, Education, & Awareness
• Implementation

– Assess Risk
– Positive identity 
– Authorized access (“need to know”)
– Secure products
– Layered defense
– Data-centric

• Assure (“Trust but verify”)

– Security
Architecture, Virtual Private Network (VPN), Network 
Intrusion Management, Wireless Security, Firewalls, IPS, 
IDS

– Identity management and access control
User ID and Password Management, Authentication, Web 
Access Control, PKI

– Platform Security
Vulnerability Management, OS security, Secure Data 
Storage

– Application Security
Email Security, Web Security, Secure Instant Messaging, 
Application Firewalls, Database Security, Secure Software 
Development

– Open Source Security Tools

– Security Threats
Viruses, worms, malware, Email, Web, Emerging 
Information Security Threats, Identity Theft

– Security Management
Regulatory Compliance, Information Security Standards, 
Laws, Investigations and Ethics

– Information Security Careers, Training and 
Certifications

http://www.mindcert.com/category/mind-maps/cissp/

http://www.mindcert.com/category/mind-maps/cissp/
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Questions?

joe@cupano.com
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https://www.tfaforms.com/4768012
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Certifications
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https://www.isc2.org

https://www.isc2.org/
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https://certification.comptia.org/certifications/security

https://certification.comptia.org/certifications/security


27https://hackernoon.com/top-3-programming-language-to-watch-out-in-2019-95995e81ad2b

https://hackernoon.com/top-3-programming-language-to-watch-out-in-2019-95995e81ad2b

